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Overview: 

In the 4th year of engineering studies at Polytech Grenoble, we have to choose a 

project between a pool of different topics. In a team of 3 INFO4 : Liam ANDRIEUX, 

Lucas DREZET and Roman REGOUIN and in collaboration with 3 people in IESE3 : 

Léo BARBET, Nicolas LYSEE and Yoan MOREAU, we carry on with the help of our 

project’s tutor Didier DONSEZ, the project : Web service for on-board equipment 

communicating on CAN bus. 

 

Everything we have done is available in our gitlab.  

 

 

 

  

https://gricad-gitlab.univ-grenoble-alpes.fr/Projets-INFO4/20-21/05
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Introduction: 

Context: 

The GEII has created a sketch of an elevator with 5 

floors and used for teaching purposes. Like in a real 

elevator, all the equipment (sensors, lift cage, buttons, 

engines…) are connected to a Controller Area 

Network (CAN) bus. They are controlled by an 

automaton and they send messages through the CAN 

bus to communicate with each other. This elevator is 

used as a tool by teachers to give classes about CAN 

bus and how data frames are managed.  

Problem: 

Today, at GEII, only one computer can be connected 

to the sketch of the elevator to see which CAN 

message transit on the device. 

This project aims to provide multi-user connection on 

the web server, with web sockets for real time 

interactivity, to get frames messages transit on the 

CAN bus on multiple computers. 

Principle of the Project: 

With this project, we developed an embedded server communicating directly with the 

CAN bus, thus allowing everyone connected to the server, through a webpage, to see 

the messages caught by a sniffer and sent by the server.  

The web server purpose is to be an intermediate between the users on the web client 

page and the CAN bus.  

The server will catch messages transiting on the bus and will send it to all users 

connected through the web socket. The web socket allows the server to send 

information on new frames at any time without the client page pending for new frames. 

Furthermore, the webpage will display real-time information about the sketch and the 

different components and will allow users to interact with a virtual state of the sketch. 

With this method, the number of computers able to see the CAN bus messages are 

only limited by the number allowed by the server. The server should also be able to let 

the teacher, or the student send data through the webpage directly into the CAN bus. 
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Technologies: 

During this project, we used different technologies: 

 

- STM32CubeIDE: an IDE to develop and flash code in STM32 boards 

- Raspberry Pi OS: an OS for our Raspberry Pi 3B 

- Express, Node and Socket.io for our web server on Raspberry 

- Minnow Server, an open-source embedded server using web socket 

- Mongoose Server, an open-source library which allows us to create a web 

socket server 

- CycloneTCP, an open source and commercial library which allow us to create 

a web socket server 
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Work: 

Overview:

 

We connect an STM32 board (STM32F779I-EVAL) by plugging the STM32 to the DB9 

port of the sketch. Then the sniffer, give the information of the CAN frame to the server 

which will send them to the clients. After this, the client will receive the data and 

interprets it. Next, the client will display the data in the tables and change the state of 

the graphic interface of the digital elevator. 

 

There are different components built into the 

elevator. 

The dimmer serves to regulate the elevator 

speed. It allows the elevator to change floor 

and to slow down before opening doors. 

The Modicom is an automaton whose 

purpose is to control the state of the elevator 

by analysing transmission on the CAN bus 

and sending orders to the dimmer or to 

specific components such as the doors or the 

lights. 

VIPAs who serve to regroup different 

components under the same address on the 

CAN bus. 

The VIPAs address represents the different 

floors with the floor4 being address 2, the 

floor3 being at the address 3, the floor2 being 

at the address 4, the floor1 being at the 

address 5 and finally the floor4 at the address 
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6. The addresses allowed us to communicate with the component of each floor by 

sending data with the id of the frame following the rule: 

 Output Data  0x200 + Vipa address 

    Input Data  0x180 + Vipa address 

Then, to send information to the component on an address, each bit of the data was 

reserved for a specific component. For example, bit 0 was reserved in Input on each 

Vipa to be the sensor for the closed door, or the bit 0 to be reserved for the light call 

for floor 0 on Vipa address 6 (corresponding to floor 0). 

A particular thing in CAN frame is the field “dlc” which seems useless in first approach 

but serves to give information from the components on different VIPAs.  

DLC = 1 being for output data and DLC = 2 for input data. Without the good 

corresponding dlc for the input/output data, the automaton of the elevator does not 

interpret the CAN messages.  

  

CAN Sniffer: 

The IESE3 developed a CAN sniffer which copies all the frames of the CAN bus and 

sends them to our server. 

Raspberry: 

To make things easier, we started the project on a Raspberry Pi Model B board. The 

creation of a web server with the web socket protocol on a Raspberry is easier than 

on a STM32 thanks to all the existing libraries and the Linux operating system. 

We used the Raspberry to have an overview of our final project.  

First of all, we have created a web server with Node.js, Express and Socket.io. These 

technologies were easy to use and rapid to integrate to our Raspberry. With this, we 

managed to have a first version of a client/server communication with web sockets. 

This first prototype allowed us to develop the client side while developing the server 

side on the STM32. 
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At this point, we started to make an interface that allows the user to see the information 

of CAN frames generated randomly by the server. The user could search for specific 

information thanks to the search bar, he also has the possibility to close the connection 

with the server or restart it. 

After that, we start to think about how the user could send information to the server 

and how we manage the information on the server side. 

Next, we implemented the sketch of the elevator inside the web site. It allows the user 

to see the digital version of the elevator that evolves with the real elevator. The creation 

of the sketch has been divided in 2 parts, first the interface and second the functions 

which interact with it. For the interface, we struggle with the CSS to manage to have 

something viable. For the second part, we could not simulate real CAN frames on the 

Raspberry due to the fact that our Raspberry board does not have a CAN transceiver, 

so we made the user write on the server’s console the function that he wanted to test. 

Finally, the SMT32 server worked, so we combined the Raspberry client code with the 

STM32 one so we could focus on the STM32 part which is the only board capable of 

communicating with the CAN bus. 

STM32: 

At first, we looked for examples with web servers to see how it works and then be able 

to create our own server. 

Berkeley Version: 

The first example we found was an example directly in the package STM32F7 we need 

to download to be able to create a project for those boards so it was great. After getting 

it to work, we added the code which was available on the raspberry repository and 

changed the STM32F7 code to see how it worked. 

This version is not suitable for our project because we needed a highly responsive 

application for the client not to have latency on the frames received. This version 

allows the client to reload an html page every Xms. By creating a dynamic page, we 

can give the client all the frames received. 

But this method is very time consuming for the server and the responsiveness is a bit 

low for our expectations of the UI. 

This example is the only one we found which was compatible with our board. 

 

 

 

 

 

 

After that, we looked for libraries which implement web sockets, so we just have to 

use them instead of creating them. We listed 5 libraries: 

- Minnow Server 
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- Barracuda Server 

- Mongoose 

- Mongoose OS 

- CycloneTCP 

In that list, we evicted Barracuda Server because it does not have an open-source 

licence and Mongoose OS because, as it says in the name, it is an OS and CAN 

drivers do not exist yet. Among the 3 remaining, we decided to try Minnow Server and 

Mongoose because they are lighter than CycloneTCP. 

Mongoose Version: 

Mongoose is a library which implements different API, including web socket. The 

promise was great: we just had to add mongoose.c and mongoose.h to our project! 

But the disappointment was as huge as our hope. Indeed, when we tried to compile 

without adding anything in main.c to see if it worked, it did not work.  

Mongoose is actually a library which relies on different IP/TCP stack and does not 

have one. In our case, we were able to use 2 IP/TCP stacks: lwip and 

FreeRTOS+TCP. Because we needed to use FreeRTOS, we chose FreeRTOS+TCP. 

For each compilation issue resolved, 10 more appeared and we had to create some 

configuration files for FreeRTOS+TCP and too few explanations were available on the 

Internet so it was a conundrum.  

Another issue was that we always had to configure the board by adding the support of 

different technologies we do not know and the documentation is not really complete, 

so we were not able to find everything we needed. 

Minnow Version: 

Minnow Server is developed by RealTimeLogic, the same company behind Barracuda 

Server. Unlike his big brother Barracuda, Minnow Server is open source and is a 

super-small and fast embedded HTTP WebSocket server who lets small 

microcontrollers with no external memory act as real-time web servers. Minnow Server 

includes multiple porting layers for different platforms but we are interested in 

FreeRTOS+TCP. 

Minnow Server relies on two other libraries developed by RealTimeLogic (also in open-

source): SMQ and JSON. 

Finally, SMQ is dependent on the TCP stack of FreeRTOS which needs to be installed 

into FreeRTOS. 

The same issues from Mongoose apply here. Minnow server disposes of a ready to 

use tutorial for ESP8266 with a specific IDE developed specially by RealTimeLogic. 

But this cannot be applied to our STM32. Very few explanations are given for the 

installation apart of the different libraries needed, which make the integration into 

FreeRTOS slow and tiring. We first started with the library FreeRTOS+TCP for the 

stack TCP needed by SMQ. No simple tests were given or found to test out during the 

whole process.  
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All tests given were using other libraries that would have needed to be ported into 

FreeRTOS, which would have made the whole process even slower. After finding the 

drivers needed and config files.h for IP stack, we tried to import SMQ and JSON again 

without tests. Finally, by importing Minnow Server and trying to build the final project, 

all the issues from the different stacks appeared at once. 

 

 

Because the clock was ticking and no big breakthrough was taking place, we decided 

to abort either Mongoose or Minnow to try to use CycloneTCP. 

CycloneTCP Version: 

CycloneTCP was a promising library because, contrary to Mongoose and Minnow, it 

does not rely on other libraries to work and it offered ready to use server examples, 

for AJAX and web sockets, for our STM32 board. 

AJAX version: 

Once we succeeded in making the example work, we modified it by replacing the client 

code with the Raspberry one (and we modified this code to remove any Socket.io code 

and replaced it with AJAX request). 

The functioning of this AJAX version is quite simple: at first, when a client tries to 

connect, the server replies with all display elements. On the client side, there is a 

JavaScript function which makes a request to the server every 200ms for him to send 

to the client a new CAN message if there is a new one available. To avoid any 

duplication of CAN messages if there is a request but no new CAN messages, an 

empty response is sent. That is when the web socket appears: instead of having 

requests every 200ms and the possibility of having no new CAN messages, the client 

can receive a message only when one is available and without making a request. 

Web socket version: 

The functioning of this Websocket version is quite simple too: a HTTP connection is 

created and the client asks for the server to upgrade it to a web socket connection. 

Once this is done, the server can send to the client messages only when a new one is 

available. Once the web socket connection was over, we began to combine everything 

that was done in the Raspberry part: UI, sketch… and we were finally able to test 

everything with the elevator at GEII. 
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Features: 

All along the project, we developed various features on the client side: 

Sketch: 

A sketch which represents the elevator at GEII. To allow the user to manipulate the 

model remotely, he can interact with all the buttons which will send CAN messages to 

it. 

Full data table: 

This view allows the user to see all data received since the web socket connection 

started. You see the id of the message, the DLC (1 for output and 2 for input) and the 

byte 1 and byte 2 which are the only 2 bytes useful in our case. 
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Short data table: 

This view allows the user to see only the last data received for each floor (the input 

and output one) 

Conversion: 

Thanks to the button “Convert to binary/hexadecimal” located at the right top corner, 

the user can convert the data inside the tables from binary to hexadecimal (and vice 

versa). 
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Filters: 

Thanks to the search bar, the user can filter the information. For example, the user 

can write id==0xY or byteX==0xY. When the user filters the byte and the id, it is in 

hexadecimal, that is why he needs to put the “0x”. 

LCD: 

In the LCD of the board, we display the IPv4 Address (or CONNECTING… if the board 

does not have an IPv4 Address yet) 
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Navbar: 

Via the navbar, you can start or stop the web socket connection, go to the view you 

want (sketch, full data or short data), convert data from hexadecimal to binary and 

binary to hexadecimal and finally help views with explanations of each previous view.  
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Conclusion: 

Review: 

At the end of this project, we still have unsolved issues or things we would have liked 

to try out. The first issue is missing data during our test with the elevator. While testing 

out the web sketch of the elevator, flaws were happening during some animation. We 

tried to find the source of the issue but it appeared we were missing some data on the 

client webpage. This issue could be due to missing data because of the refresh rate 

of the sniffer on the STM32. 

But it would be more likely to be a malfunction of the elevator. Even without testing the 

embedded system, the elevator sketch often trapped himself into states he could not 

go out. In such a case, we had to restart the process of the elevator and turn back to 

the initialisation phase. The malfunction seems to occur randomly. This could be due 

to data frames lost during transmission which would explain why on our webpage we 

were missing some information. 

A second issue we wanted to test out is the number of the maximum simultaneous 

connection we could have and how much every connection would cost in performance 

on the server. If the problem of missing frames is due to the low rate for sniffing the 

CAN bus, with more connection and more time spent sending information to all the 

clients, it could have been a good way to see if it was the source of the issue.  

Furthermore, it is important to see the impact of each connection on the frequency of 

data received by each client. This way, we could compare it in the future with other 

libraries or try to focus on optimising our code for more efficiency. 

And last, we would have liked to develop one or two more embedded servers on other 

libraries to compare performance between them. It is always important to not just focus 

on one working possibility but to explore to see if there are not better ones. But with 

the lack of time, we rather focused on delivering one functional server than delivering 

three unimplemented nonfunctional servers. 

Perspective of evolution: 

In the future we would like to expand our project to other devices such as cars or any 

device which has a CAN bus. Furthermore, allowing the user to export and download 

the data from his experience could be a good idea. Currently, the CSS is not really 

responsive thus, improving the CSS could be interesting if the user wants to check the 

web’s sketch on his phone. Finally, fixing the bug of the missing packets would be the 

main priority. 
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Final words: 

We were really happy to discover the on-board universe. It was the opportunity to learn 

new things such as STM32 boards, CAN bus, the process to flash code on a card and 

more. It was really interesting to have to code something that will have an impact on 

the physical world. We could manipulate the physical elevator thanks to a digital 

interface created by ourselves. In addition, it is always stimulating to see the good 

reviews of the client and his feedback on the final product. 

Thanks to this project, we also deepen our knowledge of the embedded web and git. 


